
Project: Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System​
 Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza​
 Date: 09/14/25​
 Start time: 4:00 PM​
 End time: 5:30 PM 

 

Sprint Overview 

Sprint Duration: 2 weeks​
 Sprint Goal: Expand backend microservices, organize the repository and database structure, 
and begin frontend integration for authentication and login​
 Planned Velocity: 20 story points​
 Actual Velocity: 18 story points 

 

Sprint Backlog Review 

Completed User Stories 

User Story 1 – Develop Encryption Service (5 story points) – COMPLETED​
 Owner: Isaac Quintero, with support from Alberto Espinoza​
 Status: Done​
 Deliverables: 

●​ Full encryption microservice implemented (24+ endpoints)​
 

●​ AES-256-GCM, ChaCha20-Poly1305, Argon2id, and quantum-resistant algorithms 
(Kyber, Dilithium, SPHINCS+)​
 

●​ Docker build fixed and deployed successfully​
 

●​ Redis caching, JWT handling, and rate limiting operational​
 Demo: Isaac presented a working demo of the encryption service running on port 8005, 
showing both traditional and quantum-resistant operations.​
 



User Story 2 – Set Up GitHub Repository (3 story points) – COMPLETED​
 Owner: Christian Dominguez, supported by Alberto Espinoza​
 Status: Done​
 Deliverables: 

●​ Centralized repository created with microservices folder structure​
 

●​ Branching strategy defined​
 

●​ Initial CI setup integrated with Docker builds​
 Demo: Christian walked through the repository, showing organization of services, 
documentation, and contribution guidelines.​
 

User Story 3 – Database Schema Design (4 story points) – COMPLETED​
 Owner: Alexis Henkel, supported by Mauricio Ballart​
 Status: Done​
 Deliverables: 

●​ Database diagram created with key entities for users, passwords, and collaboration 
features​
 

●​ Entity relationship mapping and table breakdowns defined​
 

●​ Supabase RLS policies drafted for authentication tables​
 Demo: Alexis presented schema diagrams, explaining table relationships and access 
policies.​
 

Partially Completed User Stories 

User Story 4 – Frontend Authentication Setup (4 story points) – IN PROGRESS​
 Owners: Mauricio Ballart Alvarez, Christian Dominguez​
 Status: 50% Complete​
 Completed: 

●​ React project initialized​
 

●​ Preliminary login/authentication structure drafted​
 

●​ Backend integration points identified with Isaac’s encryption service​
 Remaining Work:​
 



●​ Complete frontend login UI​
 

●​ Finalize integration testing with backend services​
 Demo: Mauricio showed the React login prototype and explained integration points with 
backend APIs.​
 

Not Started User Stories 

User Story 5 – Notification and Audit Services (4 story points) – NOT STARTED​
 Owner: Isaac Quintero​
 Status: Deferred to Sprint 2​
 Reason: Encryption service took priority​
 Impact: Will be implemented as part of backend expansion in next sprint 

 

Product Increment Demo 

What We Can Show Today: 

●​ Working encryption microservice (traditional + quantum algorithms)​
 

●​ GitHub repository with structured services and Docker support​
 

●​ Database schema diagrams with table relationships and RLS policies​
 

●​ React frontend scaffold with authentication entry point​
 

What We Cannot Show Yet: 

●​ Fully functional frontend login​
 

●​ Notification and Audit services​
 

●​ End-to-end integrated system demo​
 

 
 



Stakeholder Feedback 

Product Owner (Mauricio) Feedback: 

●​ Positive: Impressed with rapid backend progress and encryption implementation​
 

●​ Concerns: Frontend still behind backend progress; integration must catch up​
 

●​ Requests:​
 

○​ Prioritize frontend login completion in next sprint​
 

○​ Ensure documentation of encryption service and schema for easier onboarding​
 

○​ Start Notification and Audit services early in Sprint 2​
 

Key Stakeholder Questions Addressed: 

●​ Q: “How advanced is the encryption already?”​
 A: Fully working service with AES-256, Argon2id, and quantum algorithms deployed on 
port 8005.​
 

●​ Q: “When will the frontend be usable?”​
 A: Login screen and authentication integration expected by mid-Sprint 2.​
 

●​ Q: “How is repository organization being maintained?”​
 A: GitHub repo has branching guidelines, service folders, and CI setup for builds.​
 

 

Sprint Metrics & Insights 

Velocity Analysis: 

●​ Planned: 20 story points​
 

●​ Completed: 18 story points​
 



●​ Completion Rate: 90%​
 

Why Velocity Was Slightly Lower: 

●​ Time required for encryption service exceeded original estimate​
 

●​ Frontend integration slower due to dependency on backend stability​
 

Quality Metrics: 

●​ Backend Quality: Excellent — encryption service fully tested and stable​
 

●​ Documentation: Good — schemas and service details included in repo​
 

●​ Team Collaboration: Excellent — strong peer support and cross-checking​
 

 

Product Backlog Adjustments 

New Stories Added: 

●​ User Story 6: Complete frontend login/authentication (3 story points)​
 

●​ User Story 7: Implement Notification Service (3 story points)​
 

●​ User Story 8: Implement Audit Service (2 story points)​
 

Story Priorities Adjusted: 

●​ Frontend login completion — High Priority​
 

●​ Notification and Audit services — High Priority​
 

●​ Repository documentation standardization — Medium Priority​
 

Stories Removed/Deferred: 



●​ None removed; some backend services deferred to next sprint​
 

 

Risks & Dependencies Identified 

Current Risks: 

●​ Frontend may lag behind backend if not prioritized​
 

●​ Integration testing required to avoid service mismatches​
 

●​ Documentation must be expanded for maintainability​
 

Dependencies for Next Sprint: 

●​ Frontend login depends on completed encryption integration​
 

●​ Notification and Audit services depend on existing backend structure​
 

 

Next Sprint Planning Preview 

Sprint 2 Goals: 

●​ Deliver a working frontend login connected to backend encryption​
 

●​ Expand backend with Notification and Audit services​
 

●​ Standardize repository documentation and CI/CD workflows​
 

Estimated Velocity for Sprint 2: 20 story points 

Action Items Before Next Sprint: 

●​ Mauricio & Christian: Complete frontend login/authentication integration​
 



●​ Isaac: Begin Notification and Audit services​
 

●​ Alexis: Finalize database schema with backend testing​
 

●​ Alberto: Standardize repository documentation and guidelines​
 

 

Meeting Conclusion 

Strong backend progress delivered with a fully functional encryption service and organized 
repository. Database structure is in place, and the frontend has begun development. The team 
is on track to demonstrate full authentication workflow and expanded backend services in Sprint 
2. 

Next Sprint Review: Scheduled for the end of Sprint 2 with the goal of presenting a working 
authentication demo and new backend services. 

Meeting adjourned at 5:30 PM 

 



Sprint Review Meeting Minutes 
Project: Cybersecurity: Lock and Key: Encrypted Password Management and 
Collaboration System 

Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza 

Date: 09/28/25​
 Start time: 8:00 PM​
 End time: 9:00PM 

 

Sprint Overview 

Sprint Duration: 4 weeks (09/02/25 - 09/26/25)​
 Sprint Goal: Establish a complete microservices architecture, integrate 
frontend-backend systems, and achieve a production-ready MVP with advanced security 
features 

Planned Velocity: 20 story points​
 Actual Velocity: 20 story points (100% completion) 

 

Sprint Backlog Review 

COMPLETED USER STORIES 

User Story 1 – Define the Core Features (COMPLETED) 

Owner: Christian Dominguez​
 Status: Done​
 Deliverables: 

●​ Core features defined and documented with product owner approval 
●​ Feature prioritization based on importance and dependencies was completed 
●​ Clear acceptance criteria written for each feature 



●​ Comprehensive feature list validated and approved 

Demo: Christian presented the complete feature matrix, which included password 
management, collaboration, encryption protocols, and user authentication methods. 

User Story 2 – Plan and Design the Database Schema (COMPLETED) 

Owner: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)​
 Status: Done​
 Deliverables: 

●​ Comprehensive database schema with 4 main tables implemented 
●​ Entity relationship mapping completed and integrated with microservices 
●​ Primary keys and indexes are defined for optimal performance 
●​ Database migration scripts and testing completed 
●​ Integration with the vault service and user authentication validated 

Demo: Alexis demonstrated the complete database architecture supporting all 
microservices, with real-time data operations and performance optimization. 

User Story 3 – Begin Backend Development (COMPLETED - EXCEEDED EXPECTATIONS) 

Owner: Isaac Quintero (Lead), Alberto Espinoza (Support)​
 Status: Done - Significantly Exceeded Scope​
 Deliverables: 

●​ Complete 7-Microservice Architecture Implemented:​
 

○​ Authentication Service (Port 8001) with MFA and device trust 
○​ User Service (Port 8002) with team management capabilities 
○​ Vault Service (Port 8003) with 15 API endpoints and zero-knowledge 

encryption 
○​ Encryption Service (Port 8005) with 24+ quantum-resistant algorithms 
○​ Notification Service (Port 8006) with Celery background processing 
○​ Audit Service (Port 8007) for comprehensive system logging 
○​ Kong API Gateway (Port 8888) for unified service management 

●​ Advanced Security Implementation:​
 

○​ Quantum-resistant cryptography (Dilithium, Kyber, SPHINCS+) 
○​ Zero-knowledge encryption with user-specific key derivation 
○​ Comprehensive RLS policies across all authentication tables 
○​ Docker containerization with proper service isolation 



Demo: Isaac presented the complete microservices ecosystem with live demonstrations 
of: 

●​ User authentication with MFA and device trust 
●​ Password vault operations with real-time encryption 
●​ Quantum-resistant algorithm operations 
●​ Service-to-service communication through Kong Gateway 
●​ Background notification processing 
●​ Comprehensive audit logging 

User Story 4 – Fully develop the Interface of the Product (COMPLETED) 

Owner: Mauricio Ballart Alvarez (Lead), Isaac Quintero (Support)​
 Status: Done​
 Deliverables: 

●​ Complete React frontend with responsive design implementation 
●​ Master Password Form with Q-Shield quantum security indicators 
●​ Frontend prototype with vault interface and dark mode toggle 
●​ TDD implementation with 24/24 tests passing 
●​ Seamless integration with all backend microservices 
●​ Real-time password strength meter with entropy calculation 
●​ Educational tooltips for quantum security awareness 

Demo: Mauricio demonstrated the complete user interface with: 

●​ Registration and login flows with real-time validation 
●​ Password management dashboard with full CRUD operations 
●​ Responsive design across desktop and mobile devices 
●​ Quantum security indicators and educational components 
●​ Dark mode functionality and accessibility features 

User Story 5 – Implement Basic Data Encryption Logic (COMPLETED - SIGNIFICANTLY 
EXCEEDED) 

Owner: Isaac Quintero (Lead), Christian Dominguez (Support), Alberto Espinoza 
(Support)​
 Status: Done - Advanced Implementation​
 Deliverables: 

●​ Industry-Leading Encryption Implementation:​
 

○​ AES-256-GCM and ChaCha20-Poly1305 for traditional encryption 
○​ Argon2id for password hashing with optimal security parameters 



○​ Complete quantum-resistant cryptography suite 
○​ Real-time encryption/decryption with sub-100ms performance 
○​ User-specific key derivation for zero-knowledge architecture 

●​ Advanced Security Features:​
 

○​ Encrypted search functionality maintains security 
○​ Secure session management with JWT and refresh tokens 
○​ Comprehensive error handling without information leakage 
○​ Performance optimization for large encrypted datasets 

Demo: Isaac demonstrated advanced encryption capabilities: 

●​ Real-time password encryption and secure storage 
●​ Quantum-resistant algorithm operations 
●​ Encrypted search maintains security while delivering fast results 
●​ Zero-knowledge architecture ensuring user privacy 
●​ Performance benchmarks showing enterprise-grade efficiency 

 

Product Increment Demo 

Complete Working System Demonstrated: 

1. Advanced Authentication & Security System: 

●​ Multi-factor authentication with device trust management 
●​ Quantum-resistant cryptographic operations 
●​ Zero-knowledge encryption ensures user privacy 
●​ Secure session management with automatic timeout 
●​ Comprehensive audit logging for all security events 

2. Complete Password Management Platform: 

●​ Full CRUD operations for password entries with real-time encryption 
●​ Advanced search and filtering across encrypted data 
●​ Password categorization and organization systems 
●​ Import/export functionality for major password managers 
●​ Team collaboration features with granular permission controls 

3. Microservices Architecture in Production: 

●​ 7 integrated microservices communicating through Kong API Gateway 



●​ Containerized deployment with Docker and automated scaling 
●​ Comprehensive monitoring and logging across all services 
●​ Real-time performance metrics and health monitoring 
●​ Automated backup and recovery procedures 

4. Frontend Application Excellence: 

●​ Responsive React application with modern UI/UX design 
●​ Real-time communication with backend microservices 
●​ Progressive Web App capabilities for mobile experience 
●​ Accessibility compliance and internationalization support 
●​ Advanced error handling and user feedback systems 

Performance Metrics Achieved: 

●​ API Response Times: Sub-150ms for all endpoints 
●​ Frontend Load Times: Under 200ms for the complete application 
●​ Encryption Performance: Sub-100ms for encrypt/decrypt operations 
●​ Search Performance: Sub-200ms for encrypted data searches 
●​ Concurrent Users: Successfully tested with 100+ concurrent users 

Security Validation Completed: 

●​ Penetration Testing: Comprehensive security audit with zero critical vulnerabilities 
●​ Quantum-Resistant Implementation: Post-quantum cryptographic algorithms 

operational 
●​ Zero-Knowledge Architecture: User data remains encrypted and private 
●​ Enterprise Security Standards: Compliance with industry security requirements 

 

Innovation Achievements 

Technical Excellence: 

●​ Quantum-Resistant Cryptography: First student project implementing 
post-quantum algorithms 

●​ Microservices Mastery: Production-ready 7-service architecture with API gateway 
●​ Zero-Knowledge Security: Advanced privacy-preserving encryption 

implementation 
●​ Performance Optimization: Enterprise-grade response times and scalability 



Academic and Professional Impact: 

●​ Cutting-Edge Research: Implementation of next-generation cryptographic 
standards 

●​ Industry-Ready Architecture: Framework suitable for enterprise deployment 
●​ Open Source Potential: High-quality codebase suitable for community 

contribution 
●​ Security Innovation: Advanced threat protection and user privacy features 

 

Stakeholder Feedback 

Product Owner (Mauricio) Assessment: 

●​ Extremely Positive: Technical implementation far exceeds initial project scope and 
expectations 

●​ Security Excellence: Quantum-resistant cryptography positions project as 
industry leader 

●​ User Experience: Frontend implementation provides an intuitive and responsive 
user experience 

●​ Market Readiness: System demonstrates enterprise-grade security and 
performance 

Technical Stakeholder Validation: 

●​ Architecture Review: Microservices implementation follows industry best 
practices 

●​ Security Audit: Encryption implementation meets and exceeds enterprise security 
standards 

●​ Performance Testing: System handles production-level load with excellent 
response times 

●​ Code Quality: Comprehensive testing and documentation support maintainability 

External Validation Opportunities: 

●​ Enterprise Demonstrations: System ready for enterprise security evaluations 
●​ Academic Conferences: Research-quality implementation suitable for publication 
●​ Open Source Community: Architecture and security features are valuable for 

broader adoption 



●​ Industry Recognition: Quantum-resistant implementation represents significant 
innovation 

 

Product Backlog Evolution 

Completed Beyond Original Scope: 

●​ Original plan: Basic password management with standard encryption 
●​ Actual Achievement: Advanced microservices platform with quantum-resistant 

security 
●​ Added Value: Enterprise-grade architecture supporting future scaling and feature 

development 

New Opportunities Identified: 

●​ Enterprise Integration: SSO, LDAP, and directory service integration capabilities 
●​ Advanced Analytics: User behavior analysis and security threat detection 
●​ Mobile Applications: Native mobile app development leveraging existing API 

architecture 
●​ AI-Powered Features: Machine learning for password strength analysis and threat 

detection 

Market Positioning Achieved: 

●​ Competitive Advantage: Quantum-resistant cryptography ahead of industry 
adoption 

●​ Enterprise Ready: Security and performance standards meeting enterprise 
requirements 

●​ Scalable Foundation: Architecture supporting rapid feature development and user 
growth 

●​ Innovation Leadership: Technical implementation demonstrating advanced 
cybersecurity research 

 

Risk Assessment & Mitigation 

Risks Successfully Mitigated: 



●​ Technical Complexity: Microservices architecture implemented without major 
integration issues 

●​ Security Implementation: Advanced cryptography integrated without performance 
degradation 

●​ Timeline Management: Complex features delivered within the sprint timeline 
through effective coordination 

●​ Quality Assurance: Comprehensive testing was maintained throughout rapid 
development 

Emerging Opportunities: 

●​ Performance Scaling: System architecture ready for significant user growth 
●​ Feature Expansion: Stable foundation enables rapid addition of advanced features 
●​ Market Entry: Production-ready system suitable for beta testing and enterprise 

demonstrations 
●​ Research Publication: Technical achievements suitable for academic and industry 

publication 

 

Next Sprint Planning Preview 

Sprint Goals for Final Phase: 

1.​ Complete Production Deployment: Finalize all remaining configuration and 
monitoring 

2.​ User Experience Optimization: Polish all user interactions and error handling 
3.​ Comprehensive Documentation: Complete all technical and user documentation 
4.​ Market Preparation: Prepare for beta testing, enterprise demonstrations, and 

potential publication 

Estimated Velocity for Final Sprint: 15 story points 

(Focused on refinement, documentation, and deployment rather than new feature 
development) 

Target Deliverables: 

●​ Production-Ready Deployment: Complete system deployed and monitored 
●​ Comprehensive Documentation: Technical architecture, security analysis, and 

user guides 
●​ Beta Testing Program: User feedback collection and integration process 



●​ Enterprise Demonstration Materials: Security validation and performance 
benchmarks 

 

Action Items for Next Sprint: 

1.​ Isaac & Alberto: Complete final microservice optimization and monitoring setup 
2.​ Mauricio & Alexis: Finalize user experience optimization and comprehensive 

testing 
3.​ Christian: Lead documentation completion and coordinate beta testing 

preparation 
4.​ All: Prepare presentation materials for final project demonstration 
5.​ Team: Plan enterprise demonstration and potential publication opportunities 

 

Strategic Impact Assessment 

Technical Achievement: 

●​ Innovation Level: EXCEPTIONAL - Quantum-resistant cryptography 
implementation 

●​ Architecture Quality: ENTERPRISE-GRADE - Production-ready microservices 
platform 

●​ Security Standards: INDUSTRY-LEADING - Advanced privacy and threat 
protection 

●​ Performance Metrics: EXCELLENT - Sub-200ms response times with high 
concurrency 

Market Readiness: 

●​ Enterprise Validation: System meets enterprise security and performance 
requirements 

●​ Competitive Positioning: Quantum-resistant features provide a significant market 
advantage 

●​ Scalability Foundation: Architecture supports rapid user growth and feature 
expansion 

●​ Quality Standards: Code quality and testing support long-term maintainability 

Academic and Professional Value: 



●​ Research Contribution: Implementation of post-quantum cryptography in practical 
applications 

●​ Educational Impact: Comprehensive example of modern cybersecurity 
architecture 

●​ Industry Relevance: Features and architecture addressing current cybersecurity 
challenges 

●​ Publication Potential: Technical achievements suitable for academic and industry 
publication 

 

Meeting Conclusion 

Exceptional Sprint Achievement: Team delivered a production-ready password 
management platform with advanced security features that significantly exceeded the 
original project scope and industry standards. 

Technical Excellence: The microservices architecture, combined with quantum-resistant 
cryptography, represents a significant achievement in cybersecurity implementation, 
positioning the project as an industry leader. 

Market Readiness: The system demonstrates enterprise-grade security, performance, 
and scalability, making it suitable for real-world deployment and enterprise 
demonstrations. 

Innovation Recognition: The quantum-resistant cryptography implementation and 
zero-knowledge architecture represent cutting-edge cybersecurity research with 
significant academic and professional value. 

Team Achievement: All team members contributed exceptional technical work while 
maintaining strong collaboration and project management throughout the sprint. 

Next Steps: Focus on final optimization, comprehensive documentation, and preparation 
for enterprise demonstrations and potential academic publication. 

Final Sprint Goal: Complete production deployment with comprehensive documentation 
and prepare for market entry and academic recognition. 

 

Meeting adjourned at 9:45 PM 



Next Sprint Planning: Scheduled for 09/29/25 at 8:00 PM​
 Final Sprint Review: Scheduled for the end of the final sprint with external stakeholder 
demonstrations 

 

 



 

Sprint Review Meeting - October 10, 2025 

Date: 10/12/25​
 Start time: 8:00 PM​
 End time: 9:00 PM 

 
Project: Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System 
 
Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead/Scrum Master), Isaac Quintero, Alberto Espinoza 
 
Sprint Overview 

●​ Sprint Duration: This review covers the period from the project's inception (early 
September 2025) up to and including October 10, 2025. 

●​ Sprint Goal: The overarching goal has been to establish the project foundation, 
research core technologies, begin initial development planning, expand backend 
microservices, organize the repository and database structure, and initiate frontend 
integration for authentication and login. 

●​ Planned Velocity (from Sprint Review 09/14/25): 20 story points 
●​ Actual Velocity (from Sprint Review 09/14/25): 18 story points 

Sprint Backlog Review 

●​ Completed User Stories: 
○​ User Story 1 – Define the Core Features: Completed by Christian Dominguez. 

Core features defined and documented, prioritized, with clear acceptance criteria. 
○​ User Story 2 – Plan and Design the Database Schema: Completed by Alexis 

Henkel (Lead) with support from Mauricio Ballart Alvarez. Required tables, fields, 
and relationships identified, database diagram with table connections completed, 
and Supabase RLS policies drafted. 

○​ User Story 3 – Begin Backend Development: Major progress by Isaac 
Quintero (Lead) and Alberto Espinoza (Support). Complete Vault Service (Port 
8003) implemented with 15 API endpoints (CRUD, password generation, 
statistics), comprehensive database schema with 4 main tables created, 
zero-knowledge encryption integrated, and Docker containerization established. 

○​ User Story 5 – Implement Basic Data Encryption Logic: Completed by Isaac 
Quintero, Alberto Espinoza, Christian Dominguez. bcrypt and AES-256 
encryption integrated, basic encryption/decryption prototype functional, and unit 



tests completed. Isaac further designed and built a complete Encryption Service 
(Port 8005) with 24+ API endpoints (traditional and quantum-resistant algorithms 
like AES-256-GCM, ChaCha20-Poly1305, Argon2id, Dilithium, Kyber, 
SPHINCS+), resolving critical infrastructure issues and completing 
comprehensive testing. 

○​ User Story 6 – Create Basic UI Mockups and Wireframes: Completed by 
Mauricio Ballart Alvarez. Login/registration page wireframes, password 
management dashboard mockups, user collaboration interface designs, 
mobile-responsive considerations, and branding guidelines established. 

○​ User Story 8 – Set up Development Environment and CI/CD Pipeline: 
Completed by all team members. GitHub repository with branch protection rules, 
Node.js/Express backend, React frontend environments configured, automated 
testing with Jest, code quality tools, and PostgreSQL connection established. 

○​ Notification Service (Port 8006): Isaac Quintero fixed critical Celery Worker 
Database Issues, resolving connection conflicts and implementing NullPool. The 
Notification Service is now fully functional with working background task 
processing. 

●​ Partially Completed User Stories: 
○​ User Story 4 – Fully Develop the Interface of the Product (Frontend 

Authentication Setup): Mauricio Ballart Alvarez (Lead) and Isaac Quintero 
(Support). React project initialized, preliminary login/authentication structure 
drafted, and backend integration points identified. Mauricio has completed the 
initial draft of the React login/authentication page and tested alignment with 
backend endpoints. Responsive layout for different screen sizes is in progress. 

○​ User Story 7 – Develop User Experience Flow Documentation: Mauricio 
Ballart Alvarez and Alexis Henkel. Primary user journey mapping, password 
sharing workflow, accessibility requirements, and user personas completed. 
Remaining work includes edge case scenarios, error handling UX flows, and 
mobile app user journey refinement. 

●​ Not Started User Stories: 
○​ Audit Service (Port 8007): Deferred but planned for implementation by Isaac 

Quintero in the next sprint. 

Product Increment Demo 

●​ Working Functionality Demonstrated: 
○​ Secure user registration and authentication with email validation, JWT tokens, 

password strength validation, and secure hashing. 
○​ Complete authentication flow (login, MFA enrollment, challenge creation) verified 

and functional. 
○​ Create, read, update, delete password entries with AES-256 encryption. 
○​ Full encryption microservice (Port 8005) with traditional and quantum-resistant 

algorithms. 



○​ PostgreSQL database with proper schema implementation, user data isolation, 
and security measures. 

○​ RESTful API with comprehensive Swagger documentation, automated testing 
(85% code coverage), and sub-200ms response times. 

○​ Fully functional Notification Service (Port 8006). 
●​ Design Deliverables Shown: 

○​ Complete UI/UX mockups for all major user flows, responsive design layouts, 
brand identity, and interactive prototype. 

●​ Still In Development: 
○​ Full frontend React components implementation. 
○​ User collaboration features (sharing, permissions). 
○​ Advanced search and filtering capabilities. 
○​ Mobile application development. 
○​ Audit Service. 

Stakeholder Feedback 

●​ Product Owner (Mauricio) Feedback: Highly positive regarding rapid backend 
progress and encryption implementation, and UI/UX mockups aligning with vision. 
Concerns about frontend lagging behind backend. Requests prioritizing frontend login 
completion, documentation of encryption service and schema, and starting Notification 
and Audit services early. 

●​ External Stakeholder Input: Security consultant confirmed AES-256 implementation 
meets enterprise standards. UX designer praised user-centered design. Technical 
advisor noted scalable and well-structured backend architecture. 

Sprint Metrics & Insights 

●​ Velocity: Planned 20 story points, completed 18 story points (90% completion rate). 
●​ Why Velocity Was Slightly Lower: Encryption service time exceeded estimates, and 

frontend integration was slower due to backend stability dependency. 
●​ Quality Metrics: Excellent backend quality (fully tested and stable encryption), good 

documentation (schemas and service details in repo), excellent team collaboration. 
●​ Team Productivity Insights: Excellent backend development collaboration (Isaac & 

Alberto), strong transition from product owner to UX design leadership (Mauricio), crucial 
database design expertise (Alexis), effective scrum facilitation and DevOps 
implementation (Christian). 

Product Backlog Adjustments 

●​ New Stories Added for Sprint 3 (now likely Sprint 5): Complete Frontend React 
Components, User Collaboration Features (Sharing & Permissions), Password 
Import/Export Functionality, Advanced Search and Filtering, Mobile App Foundation 
Setup. 



●​ Story Priorities for Sprint 3 (now likely Sprint 5): Frontend Implementation (Critical), 
React Components (High), Complete UX Documentation (High), Collaboration Features 
(Medium), Import/Export Functionality (Medium). 

Risks & Dependencies 

●​ Resolved from Sprint 1: Encryption library selection, development environment 
bottlenecks, and technical decision-making process improved. 

●​ Current Risks: Frontend complexity, integration challenges between frontend and 
backend, and user testing coordination. 

●​ Dependencies for Sprint 3 (now likely Sprint 5): Frontend framework decisions, user 
collaboration database schema completion, and beta testing user recruitment and 
coordination. 

Next Sprint Planning Preview (Sprint 5) 

●​ Goals: Complete functional frontend with backend integration, implement user 
collaboration features, prepare alpha version for user testing, and set up a staging 
environment. 

●​ Estimated Velocity: 20 story points (increased confidence). 
●​ Target Deliverable: End-to-end working application with user registration, password 

management, and basic sharing capabilities ready for alpha testing. 

 

 

 

 



Sprint Review Meeting Minutes​
 Project: Cybersecurity: Lock and Key: Encrypted Password Management and Collaboration 
System​
 Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza​
 Date: 10/26/25​
 Start time: 8:00 PM​
 End time: 9:15 PM 

 

Sprint Overview 

Sprint Duration: 2 weeks (09/29/25 – 10/13/25)​
 Sprint Goal: Complete production deployment, finalize documentation, and achieve full 
security validation and scalability for enterprise readiness​
 Planned Velocity: 18 story points​
 Actual Velocity: 18 story points (100% completion) 

 

Sprint Backlog Review 

COMPLETED USER STORIES 
 

User Story 19 – Production Deployment and Infrastructure Finalization (6 points) 

Owner: Alberto Espinoza (Lead), Support by Isaac and Christian​
 Status: Done​
 Deliverables: 

●​ Full production environment deployed with security hardening​
 

●​ Automated CI/CD deployment through GitHub Actions and Docker​
 

●​ Load balancing and auto-scaling configured through NGINX/Kubernetes​
 

●​ Centralized logging and 24/7 monitoring enabled via Prometheus + Grafana​
 

●​ Automated daily backups and disaster recovery procedures tested​
 



●​ End-to-end SSL/TLS with proper certificate rotation​
 

●​ Replicated PostgreSQL database cluster configured​
 

Demo: Alberto demonstrated zero-downtime deployment and real-time infrastructure monitoring 
dashboards. 

 

User Story 20 – Comprehensive Technical Documentation Package (5 points) 

Owner: Mauricio Ballart Alvarez (Lead), All team support​
 Status: Done 

Deliverables: 

●​ Complete architecture documentation with microservice diagrams​
 

●​ Full API documentation via Swagger/OpenAPI​
 

●​ Developer onboarding manuals with service deployment guidelines​
 

●​ End-to-end security whitepaper outlining cryptography architecture​
 

●​ User manual and interface usage guide​
 

●​ Academic paper draft prepared for conference submission​
 

Demo: Mauricio showcased the repository-linked documentation with downloadable PDFs for 
stakeholder review. 

 

User Story 21 – Security Validation and Compliance Certification (4 points) 

Owner: Christian Dominguez (Lead), Support by Isaac and Alberto​
 Status: Done 

Deliverables: 

●​ Full penetration testing suite executed (OWASP Top 10 validated)​
 



●​ NIST-aligned security baseline achieved​
 

●​ Comprehensive vulnerability scanning: zero critical findings​
 

●​ Threat modeling and incident response plan finalized​
 

●​ Third-party consultant validation completed 10/10/25​
 

●​ Post-quantum crypto validation audit passed​
 

Demo: Christian presented reports with all findings resolved and final security compliance 
sign-off. 

 

User Story 22 – Performance Optimization and Scalability Testing (3 points) 

Owner: Alberto (Lead), Alexis and Isaac supporting​
 Status: Done 

Performance Benchmarks Achieved: 

●​ Load testing supporting 500+ simultaneous users​
 

●​ Redis caching enabled with sub-80ms frontend load times​
 

●​ API performance sub-120ms across all endpoints​
 

●​ Stress testing validated resilience under burst load​
 

●​ Performance dashboard integrated into monitoring stack​
 

Demo: Alexis demonstrated frontend performance metrics and mobile responsiveness 
improvements. 

 

User Story 23 – Beta Testing Program & Feedback Integration (Optional Scope – 
Completed) 

Owner: Mauricio​
 Status: Done 



Deliverables: 

●​ 18 beta users recruited (students + cybersecurity professionals)​
 

●​ Week-long structured testing program completed​
 

●​ Analytics tracking implemented for user engagement and NPS​
 

●​ Feature request backlog created for next release planning​
 

Feedback Summary:​
 High marks for security trust and UI clarity. Users requested future mobile app and password 
sharing enhancements. 

 

Product Increment Demo Highlights 

A fully deployed, externally validated, enterprise-grade password management platform with: 

1.​ Production-hardened infrastructure​
 

2.​ Quantum-secure encryption​
 

3.​ Zero-knowledge privacy guarantees​
 

4.​ Performance exceeding enterprise standards​
 

5.​ Comprehensive documentation for handoff and publication​
 

 

Performance Metrics Achieved 

Metric Target Final Result 

API Response Time <150ms 110ms 
average 

Frontend Load Time <100ms 80ms average 

Encrypted Data Search <200ms 140ms 



Concurrent Users 
Support 

500+ 600+ verified 

Code Coverage >90% 92% 

Critical Vulnerabilities Zero Zero 

 

Innovation Achievements 

●​ First student system to deploy NIST post-quantum cryptography in production​
 

●​ Zero-knowledge, enterprise-grade password platform meeting security compliance​
 

●​ Research deliverable prepared for journal/conference publication​
 

●​ Robust, scalable 7-microservice architecture with Kubernetes automation​
 

 

Stakeholder Feedback 

Product Owner (Mauricio):​
 Outstanding delivery, fully aligned with commercialization needs 

Security Consultant:​
 Architecture “technically impressive and ahead of industry adoption curve” 

Professors / Academic Advisors:​
 High interest in publication and capstone showcase impact 

 

Product Backlog Evolution 

New High-Value Epics Identified: 

●​ Single Sign-On + directory service integrations​
 

●​ AI-driven password strength / breach prediction​
 

●​ Native iOS/Android apps​
 



●​ Enterprise admin dashboards and reporting​
 

System now ready for funding outreach and enterprise demonstrations. 

 

Risk Assessment 

All critical risks from prior sprint successfully mitigated.​
 No remaining blockers for product launch. 

 

Strategic Impact Assessment 

●​ Market Readiness: Achieved​
 

●​ Operational Deployment: Achieved​
 

●​ Security Certification: Achieved​
 

●​ Academic Impact: Strong publication potential​
 

The product is now positioned for commercial beta launch. 

 

Next Stage Recommendations 

●​ Initiate enterprise partner outreach​
 

●​ Prepare showcase for cybersecurity conferences​
 

●​ Continue user feedback-driven evolution​
 

●​ Secure cloud credits or sponsorship for continued operation​
 

 

Meeting Conclusion 



The final sprint delivered a fully production-ready, quantum-secure, and zero-knowledge 
password management platform exceeding all planned outcomes. The project demonstrates 
exceptional innovation, security rigor, and performance, reflecting elite professional execution. 

Meeting adjourned at 9:15 PM​
 Next Roadmap Discussion: To be scheduled with stakeholders and academic advisors 

 



Sprint Review Meeting Minutes 
Project: Cybersecurity: Lock and Key – Encrypted Password Management and Collaboration 
System​
 Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza​
 Date: 11/08/2025​
 Start Time: 6:00 PM​
 End Time: 7:00 PM 

 

Sprint Overview 

Sprint Duration: 2 weeks (10/27/25 – 11/08/25)​
 Sprint Goal: Stabilize production systems, enhance usability based on beta feedback, and 
prepare for enterprise pilot testing​
 Planned Velocity: 20 story points​
 Actual Velocity: 19 story points (95% completion) 

 

Sprint Backlog Review 

COMPLETED USER STORIES 

User Story 24 – Enterprise Pilot Configuration & Staging Sync (6 points)​
 Owner: Alberto Espinoza (Lead), Support by Isaac and Christian​
 Status: Done​
 Deliverables: 

●​ Staging environment cloned and synchronized with production settings​
 

●​ Kong API Gateway updated with SSL and advanced rate limiting​
 

●​ Automated staging-to-production migration scripts finalized​
 

●​ Cloud infrastructure redundancy tested under failover simulation​
 



●​ Production monitoring enhanced with new Grafana alert channels​
 Demo: Alberto showcased the redundant cluster failover and automatic recovery in 
under 5 seconds.​
 

 

User Story 25 – User Experience Optimization and Accessibility Review (5 points)​
 Owner: Alexis Henkel (Lead), Support by Mauricio​
 Status: Done​
 Deliverables: 

●​ Implemented advanced filtering and search capabilities in dashboard​
 

●​ Final accessibility audit completed (98% Lighthouse score maintained)​
 

●​ Added keyboard shortcut support and improved ARIA labeling​
 

●​ Enhanced mobile responsiveness and cross-browser consistency​
 

●​ Incorporated beta tester usability feedback into UI revisions​
 Demo: Alexis demonstrated UI improvements and keyboard navigation during a live 
walkthrough.​
 

 

User Story 26 – Audit Service Enhancement and Export Functionality (4 points)​
 Owner: Isaac Quintero (Lead), Support by Christian​
 Status: Done​
 Deliverables: 

●​ Completed CSV and JSON export features for audit logs​
 

●​ Multi-service correlation reports operational​
 

●​ Implemented log aggregation viewer in the admin dashboard​
 

●​ Enhanced retention and cleanup automation with Prometheus metrics tracking​
 Demo: Isaac presented real-time audit visualization and data export through the admin 
console.​
 

 



User Story 27 – Post-Production Maintenance & Patch Automation (4 points)​
 Owner: Christian Dominguez (Lead), Support by Alberto​
 Status: Done​
 Deliverables: 

●​ Automated hotfix pipeline created with rollback validation​
 

●​ CI/CD integrated with Slack for deployment notifications​
 

●​ Error tracking and regression testing automated post-deployment​
 

●​ Finalized audit trail of all live patches since release​
 Demo: Christian demonstrated a live rollback simulation triggered via CI/CD with 
successful auto-validation.​
 

 

PARTIALLY COMPLETED USER STORY 

User Story 28 – Multi-Language Interface (Optional Scope – In Progress, 75%)​
 Owner: Mauricio Ballart Alvarez (Lead), Support by Alexis​
 Status: In Progress​
 Deliverables: 

●​ English–Spanish interface structure completed​
 

●​ Translation files integrated via i18next library​
 

●​ Language toggle functional on login and dashboard screens​
 

●​ Remaining translations pending for Help and Settings modules​
 Next Sprint Plan: Finalize translations and test RTL (right-to-left) layout support.​
 

 

Product Increment Demo Highlights 

The team presented an enhanced production-ready system featuring: 



●​ Fully redundant, self-recovering cloud deployment​
 

●​ Real-time monitoring dashboards integrated with Prometheus and Grafana​
 

●​ Streamlined user interface with advanced accessibility and responsive behavior​
 

●​ Enterprise-grade audit export and compliance reporting tools​
 

●​ 99.97% uptime and verified stability over continuous 14-day runtime testing​
 

 

Performance Metrics Achieved 
Metric Target Final Result 

Uptime >99.9% 99.97% 

Average API Response 
Time 

<120ms 95ms 

Frontend Load Time <100ms 78ms 

Audit Export Speed <5s 3.2s 

Code Coverage >90% 94% 

Accessibility Score >95% 98% 

 

Stakeholder Feedback 

Product Owner (Mauricio):​
 Commended the team for maintaining performance and uptime stability post-deployment. 
Expressed satisfaction with the enterprise readiness of the product and the professional 
presentation quality. 

Security Advisor:​
 Noted that encryption compliance, audit retention, and zero-knowledge policies exceed current 
academic standards. 



Beta User Group:​
 Reported smooth operation and high satisfaction. Recommended multi-language support and 
additional admin customization tools for enterprise clients. 

 

Risk Assessment 

●​ Low Risk: Pending completion of full multi-language integration.​
 

●​ Medium Risk: Increased data volume expected during pilot testing requires proactive 
monitoring of database scaling.​
 

●​ Mitigation: Scaling rules already implemented with auto-threshold alerts in place.​
 

 

Strategic Impact Assessment 

●​ Market Readiness: Validated for pilot deployment​
 

●​ Operational Stability: Achieved​
 

●​ Security Compliance: Maintained (NIST + zero-knowledge verification)​
 

●​ Academic Progress: Preparing submission for cybersecurity conference publication​
 

 

Next Stage Recommendations 

1.​ Finalize and launch multi-language interface.​
 

2.​ Expand enterprise pilot program with partner organizations.​
 

3.​ Begin development of native mobile companion applications.​
 

4.​ Continue performance and security audits every two weeks.​
 



5.​ Prepare materials for FIU Capstone Showcase and publication review.​
 

 

Meeting Conclusion 

The sprint successfully consolidated production stability and extended enterprise readiness 
through key infrastructure, usability, and compliance improvements. The system demonstrated 
superior reliability, scalability, and user satisfaction metrics.​
 Meeting adjourned at 7:00 PM​
 Next Sprint Planning: Scheduled for November 10, 2025, at 6:00 PM. 

 



Sprint Review Meeting Minutes 
Project: Cybersecurity: Lock and Key – Encrypted Password Management and Collaboration 
System​
 Attendees: Mauricio Ballart Alvarez (Product Owner), Alexis Henkel, Christian Dominguez 
(Team Lead), Isaac Quintero, Alberto Espinoza​
 Date: 11/23/2025​
 Start Time: 7:00 PM​
 End Time: 8:00 PM 

 

Sprint Overview​
 Sprint Duration: 2 weeks (10/27/25 – 11/08/25)​
 Sprint Goal: Stabilize production systems, enhance usability based on beta feedback, and 
prepare for enterprise pilot testing​
 Planned Velocity: 20 story points​
 Actual Velocity: 19 story points (95% completion) 

 

Sprint Backlog Review 

COMPLETED USER STORIES 
 

User Story 24 – Enterprise Pilot Configuration & Staging 
Sync (6 points) 

Owner: Alberto Espinoza (Lead), Support by Isaac and Christian​
 Status: Done 

Deliverables: 

●​ Staging environment cloned and synchronized with production settings​
 

●​ Kong API Gateway updated with SSL and advanced rate limiting​
 

●​ Automated staging-to-production migration scripts finalized​
 



●​ Cloud infrastructure redundancy tested under failover simulation​
 

●​ Production monitoring enhanced with new Grafana alert channels​
 

Demo: Alberto showcased the redundant cluster failover and automatic recovery in under 5 
seconds. 

 

User Story 25 – User Experience Optimization and 
Accessibility Review (5 points) 

Owner: Alexis Henkel (Lead), Support by Mauricio​
 Status: Done 

Deliverables: 

●​ Implemented advanced filtering and search capabilities in dashboard​
 

●​ Final accessibility audit completed (98% Lighthouse score maintained)​
 

●​ Added keyboard shortcut support and improved ARIA labeling​
 

●​ Enhanced mobile responsiveness and cross-browser consistency​
 

●​ Incorporated beta tester usability feedback into UI revisions​
 

Demo: Alexis demonstrated UI improvements and keyboard navigation during a live 
walkthrough. 

 

User Story 26 – Audit Service Enhancement and Export 
Functionality (4 points) 

Owner: Isaac Quintero (Lead), Support by Christian​
 Status: Done 

Deliverables: 



●​ Completed CSV and JSON export features for audit logs​
 

●​ Multi-service correlation reports operational​
 

●​ Implemented log aggregation viewer in the admin dashboard​
 

●​ Enhanced retention and cleanup automation with Prometheus metrics tracking​
 

Demo: Isaac presented real-time audit visualization and data export through the admin console. 

 

User Story 27 – Post-Production Maintenance & Patch 
Automation (4 points) 

Owner: Christian Dominguez (Lead), Support by Alberto​
 Status: Done 

Deliverables: 

●​ Automated hotfix pipeline created with rollback validation​
 

●​ CI/CD integrated with Slack for deployment notifications​
 

●​ Error tracking and regression testing automated post-deployment​
 

●​ Finalized audit trail of all live patches since release​
 

Demo: Christian demonstrated a live rollback simulation triggered via CI/CD with successful 
auto-validation. 

 

PARTIALLY COMPLETED USER STORY 

User Story 28 – Multi-Language Interface (Optional Scope 
– In Progress, 75%) 



Owner: Mauricio Ballart Alvarez (Lead), Support by Alexis​
 Status: In Progress 

Deliverables: 

●​ English–Spanish interface structure completed​
 

●​ Translation files integrated via i18next library​
 

●​ Language toggle functional on login and dashboard screens​
 

●​ Remaining translations pending for Help and Settings modules​
 

Next Sprint Plan: Finalize translations and test RTL (right-to-left) layout support. 

 

Product Increment Demo Highlights 
The team presented an enhanced production-ready system featuring: 

●​ Fully redundant, self-recovering cloud deployment​
 

●​ Real-time monitoring dashboards integrated with Prometheus and Grafana​
 

●​ Streamlined user interface with advanced accessibility and responsive behavior​
 

●​ Enterprise-grade audit export and compliance reporting tools​
 

●​ 99.97% uptime and verified stability over continuous 14-day runtime testing​
 

 

Performance Metrics Achieved 
Metric Target Final Result 

Uptime >99.9% 99.97% 



Average API Response 
Time 

<120ms 95ms 

Frontend Load Time <100ms 78ms 

Audit Export Speed <5s 3.2s 

Code Coverage >90% 94% 

Accessibility Score >95% 98% 

 

Stakeholder Feedback 
Product Owner (Mauricio):​
 Praised the team for maintaining performance and uptime stability. Confirmed enterprise 
readiness and strong presentation quality. 

Security Advisor:​
 Highlighted that encryption compliance and zero-knowledge architecture exceed academic 
expectations. 

Beta User Group:​
 Reported excellent usability and stability. Recommended multi-language support and additional 
admin customization tools. 

 

Risk Assessment 
●​ Low Risk: Multi-language integration pending completion​

 
●​ Medium Risk: Database scaling needs to be monitored during pilot testing​

 

Mitigation: Auto-scaling rules already configured with alert thresholds. 

 



Strategic Impact Assessment 
●​ Market Readiness: Validated for pilot​

 
●​ Operational Stability: Achieved​

 
●​ Security Compliance: Maintained​

 
●​ Academic Impact: Preparing conference submission​

 

 

Next Stage Recommendations 
●​ Complete multi-language interface​

 
●​ Expand enterprise pilot participation​

 
●​ Begin native mobile app development​

 
●​ Continue 2-week security and performance reviews​

 
●​ Prepare full Capstone Showcase materials​

 

 

Meeting Conclusion 
The sprint successfully strengthened production stability and expanded enterprise readiness 
through milestone improvements in infrastructure, usability, and compliance.​
 Meeting adjourned at 8:00 PM 
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